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OVERVIEW

Apriva Integration Services provide APIs and SDKs to securely connect your POS solutions
to 35 North American payment processors on nearly any platform. Apriva is empowering
developers to create applications that can sell anything, anywhere.

Apriva's proven technology has been rigorously tested and verified by the U.S. intelligence
community, Department of Defense, and the leading organizations and standards bodies in
the payments industry including Visa®, MasterCard®, and the PCI Security Standards
Council. Apriva products have been unlocking the potential of mobile devices for more than
a decade, and can provide Independent Software Vendors (ISVs) with unrivaled features
and flexibility in payment processing.

Specific to POS solutions written in PHP server-side scripting language, Apriva offers the
Apriva PHP sample application to programmatically integrate with the Apriva Gateway™
using XML.

INSTALL THE APRIVADEVELOPERCERTIFICATE

Apriva first credentials you to access the Developer Portal, BackOffice™, and the
development/testing environment of the Apriva Gateway. You then develop and test your
integration in that environment, with Apriva providing integration support as needed.

Once your POS solution is fully-integrated and tested, you schedule Apriva Certification
where Apriva sends you a connectivity script to test your connection and transaction
processing. Upon successful certification testing, Apriva certifies your solution and grants
you access to the production environment of the Apriva Gateway.

The Apriva Gateway requires a client certificate for accessing its end points. As part of the
sample application, there is a development certificate that can be used to get familiar with
the process. The Apriva Integration team will provide you with your own development
certificate as part of the development environment credentials.

NOTE

In the PHP sample application, the AprivaDeveloper certificate is loaded automatically, so
you need not take any additional steps to acquire this certificate.
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IMPORT THE PROJECT INTO ECLIPSE

The Java sample application showcases the Apriva Gateway API's features. For this
example, we used the Eclipse IDE, Luna Service Release 1:

< About Eclipse =5 (]
f Eclipse for PHP Developers

Version: Oxygen.3 Release (4.7.3)
Build id: 20180308-1800

(c) Copyright Eclipse contributors and others 2000, 2018. All rights reserved. Eclipse
and the Eclipse logo are trademarks of the Eclipse Foundation, Inc.,
https://www.eclipse.org/. The Eclipse logo cannot be altered without Eclipse's
permission. Eclipse logos are provided for use under the Eclipse logo and trademark
guidelines, https://www.eclipse.org/logotm/. Oracle and Java are trademarks or
registered trademarks of Oracle and/or its affiliates. Other names may be trademarks
of their respective owners.

This product includes software developed by other open source projects including
the Apache Software Foundation, https://www.apache.org/.

SPRFEOOLS ! 924
@ Installation Details

To launch the Java sample application, follow these steps:

1. Start Eclipse. If the workspace Launcher window pops up, select a workspace. For
this example, we used “php". Click the OK button.

=) Eclipse Launcher

Select a directory as workspace

Eclipse uses the workspace directory to store its preferences and development artifacts.

Workspace:l 3 v|| Browse..

[] Use this as the default and do not ask again
¥ Recent Workspaces
php
eclipse-workspace
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2. Select File > Import...

& PHP - Eclipse =3
File] Edit Navigate Search Project Run Window Help

New Alt+Shift+N » & FrAaE= s
Open ...
Close All Ctrl+Shift+W

Save Ctrl+S
= =clipse for PHP Developers
Save All Ctrl+Shift+S
Revert
Move... n Tutorials
Rename... F2 res S Go through tutorials
Refresh F5
Convert Line Delimiters To >
Print... Ctrl+P /\_ What's New
Find out what is new
Switch Workspace »
Restart
e Import...
£ Export..
Properties Alt+Enter
Exit

3. Expand "General", select "Existing Projects into Workspace", and click the Next
button.

)
& Import =

Select
Create new projects from an archive file or directory. | E <4 E I

Select an import source:

type filter text

4 [= General
& Archive File
|E=* Existing Projects into Workspace |
[} File System
[T Preferences

B = CVS

= Git

[ = Install

[ = PHP

[ (= Run/Debug

[ (= Tasks

[ (= Team

[ (= XML

@ < Back Next » Finish
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4. Select the Select archive file radio button . . .

-
= Import

Import Projects

Select a directory to search for existing Eclipse projects.

vl

() Select root directory:

@ Select archive file:

Ch\Downloads\Apriva_XML_PHP_Eclipse_v1.

Browse...

Browse...

Projects:

AprivaPHP (AprivaPHP) Select All

Deselect All

Refresh

el

Options
Search for nested projects
Copy projects into workspace
[] Hide projects that already exist in the workspace
Working sets
[] Add project to working sets

Wiforking sets: Select...

©)

Next > [ Finish || Cancel |

5. And browse to locate the "Apriva_XML_Java_Eclipse_v1.1.zip" archive, then click
the Finish button. The project will be imported into the current workspace.

6. Close the "Welcome" Tab.

© PHP - Eclipse

File Edit Navigate Search Project Run Window Help

= | @we

Welcome to Eclipse for PHP Developers

Overview

9

g/ , Samples
- Try out the samples

Get an overview of the features

m Tutorials
RN Go through tutorials

/\_ What's New

Find out what is new
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7. The "Package Explorer" view will now be displayed.

2 PHP - Eclipse

=

File Edit Refactor Source Navigate Search Project Run Window Help

= D L e S Quick Access = | [& pHp
[ PHP Explorer 52 = = 8 = Outline 52 g o

Bg - An outline is not available.
{& RprivaPHp'
& Console 32 B>M=0
No consoles to display at this time.
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SET UP THE PHP ENVIRONMENT

Once you have the project imported into Eclipse, you must set up the PHP environment:

1. Ensure that you have PHP installed, and confirm that the php.ini file contains
"extension=php_openssl.dil" (see below):

;extension=php mysgli.dll

;extension=php ociB8 12c.dl]l ; Use with Oracle Database 1Zc Instant Client
extension=php openssl.dll

;rextension=php pdo firebird.dll

;extension=php_ pdo mysgl.dll

O o o o Co
[V R Ve B Ve R Ve BV o]
S I T ¥ B =

co

2. Select Run > Run Configurations... from the main window menu:

& PHP - Edlipse [N
File Edit Refactor Source Navigate Search Project Window Help
i~ = "{F ~Q- q b= G A c» Run Ctrl+F11 Quick Access i1 ‘ &) PHP
. "?\ Debug F11
[ PHP Explorer 52 = m = B 5o0u. % 1. =7
- ‘ = ':“v = Run History > &
Run As » =

An outline is not available,
Run Configurations...

Debug History 3
Debug As >
Debug Configurations...

Toggle Breakpoint Ctrl+Shift+B
Toggle Line Breakpoint
Toggle Method Breakpoint
Toggle Watchpoint
Y Skip All Breakpoints

Remove All Breakpoints

inspect Ctrl+Shift+N
Watch
Q. External Tools >
[87 Problems 52 ) Concole @ =0
0 items ) )
Description = Resource Path Location Type
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3. The Run Configurations window will open . . .

£ Run Configurations g
Create, ge, and run config i
Run PHP Executable @
] Py | B 3~ | Configure launch settings from this dialog:
type filter text ‘ | | - Press the 'New' button to create a configuration of the selected type.
[[#] PHP CLI Application| |

CL Press the 'Duplicate’ button to copy the selected configuration.
£ PHP Web Application o

3 - Press the 'Delete’ button to remove the selected configuration.
3

- Press the 'Filter' button to configure filtering options.

- Edit or view an existing configuration by selecting it.

Configure launch perspective settings from the 'Perspectives’ preference page.

Filter matched 2 of 2 items

®

4. Double-click the "PHP CLI Application" and the Configuration window will appear.

& Run Configurations

Create,

=5
ge, and run configurati

€ Anameis required for the configuration

L | & =7 7 || Name:
| type filter text [[® prp Script M Environment | (] Common |
4 [7] PHP CLI Application Runtime PHP:
[#] New_configuration ||| & \yorkspace default PHP: No PHP exes defined
5 PHP Web Application

(©) Execution environment: | phpd

:
(") Alternate PHP:

None Defined

= | | Installed PHPs...
PHP File

Script Arguments

Display debug information when running

i 5 Apply I Revert
Filter matched 3 of 3 items = =
©)
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5. Click the Installed PHPs button and the "PHP Executables" window will appear.

& Preferences (Filtered)

.:.Elg

type filter text

4 PHP
> PHP Executables

PHP Executables

Add, remove or edit PHP executable definitions,
PHP executables:

Mame Debugger .. Location

Add...

Remove

Set Default

®

oK

J |

Cancel

]

6. Click the Add... button and the "Add PHP Executable" window will appear.

=

PHP Executable

Edit PHP Executable

(1) Specify the PHP executable general settings

Name:

Executable path:

‘PHP Executable - __D.ébugggr'ji

e

PHP 7.1.10 (CLI)

C\php\php.exe

PHP ini file (optional): C:\php\php.ir;i

[] Use system default php.ini configuration

SAP| Type:

Version:

S

CLl v
7.1.10
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7. Click the Browse button associated to the right of the "Executable Path" and
select your local "PHP.exe" file location.

8. The "PHP ini file" field should automatically complete. Enter a name for the top
"Name" text field. For example, PHP5.5.12 — your text fields should resemble this:

=) Edit PHP Executable n

PHP Executable
(1) Specify the PHP executable general settings

PHP Executable . Debugger

Name: PHP 7.1.10 (CLI)
Executable path: C\php\php.exe Browse...
PHP ini file (optional): | C:\php\php.ini Browse...

[] Use system default php.ini configuration
SAPI Type: CLl v
Version: 7.1.10

’:?\‘ oK Cancel

9. Click the OK button, returning you to the "Run Configurations" window. In the top
“Name” field, enter "onSubmit” as the executable name.

= Run Configurations ﬂ
Create. and run i i %
Run PHP Executable ( ;)
X[ B3 Name: | onSubmit

| 5] PHP Script 1 Environment | (] Common

(¥ Grunt Runtime PHP:

@ Gulp (O Project default: No PHP exes defined

7 Launch Group 3 ) ) -

' Nodejs Application () Execution environment: Fovitonmentsa

£ PHP Built-in Server ® Alternate PHP: PHP 7.1.10 (CLI) v | Installed PHPs...
4 [7] PHP CLI Application

[#] onSubmit PHP File
& PHP Web Application — - -
& PHpUt /AprivaPHP/onSubmit.php Browse

Script Arguments

Variables...

Filter matched 9 of 9 items

®@ [ rm || close

10. Click the “Alternate PHP" radio button, where your PHP setup will be selected.
Enter "/AprivaPHP/onSubmit.php" in the "PHP File" field and uncheck the
"Display debug information when running" box.

11. Click the Apply button and then click the Close button.
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EXECUTE THE CODE

To execute your new PHP sample application code, follow these steps:

1. Under the “PHP Explorer” view, expand the “AprivaPHP" directory. Left-click the
“onSubmit.php” source file so it is selected.

= PHP - Eclipse

File Edit Refactor Source Mavigate Search Project Run  Window Help
wAE RS S B R A S
[H PHP Explorer 53 = O

2| EBE v

4 (= AprivaPHP

|| AprivaDeveloper.pem

AprivaGW.php

AprivaPaymentReq.php

AprivaPaymentResp.php

AprivaReversalReq.php

|| caChain.pem

onSubmit.php

2. Click the Run button to execute the PHP code.

= PHP - Eclipse

File Edit Refactor Source Mavigate Search Project Run  Window Help

= _{vgv)v@dﬂvu W Uy

[H PHP Explorer 53 = O

2| EBE v

4 (= AprivaPHP

|| AprivaDeveloper.pem

AprivaGW.php

AprivaPaymentReq.php

AprivaPaymentResp.php

AprivaReversalReq.php

|| caChain.pem

onSubmit.php

3. The console window will display your XML requests and responses:

2] Problems & Tasks | B Console 5% | 4 Servers " X% aErEE re-8-=0
<terminated> onSubrmit [PHP CLI Application] C:\php\php.exe i
1526399786 = 2018-05-15 08:56:26

DeviceAddress...7771314

Card Number...4012000033330026
Expire Date...21/12

Bmount. ..1.00

STAN...1
Loading Cert from (C:\Users\bwarp\eclipse-workspace\php\AprivaPHP/AprivaDeveloper.pem)
Loading CA Cert from (C:\Users\bwarp\eclipse-workspace\php\AprivaPHP/DigiCertGlobalRootCA.pem)

Connected
Sending Request

<?xml version="1.0"?>
<AprivaPosXml DeviceAddress="7771314"><Credit MessageType="Request" Version="5.0" ProcessingCode="Sale"><Stan>1</Stan><AccountNumber>4012000033

Reading Response (Listen Timeout for max 60 sec
<BprivaPosXml><Credit MessageType="Response" Version="5.0" ProcessingCode="Sale"><ResponseCode>99</ResponseCode><Stan>1</Stan><ResponseText>Dup
Response Text :Duplicate STAN

Ruthorization Code :
Was Postal Code accepted :No
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